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TransitionsA fundamental idea from physics is that macroscopic transitions can occur as a result of an escalation in
the correlated activity of a many-body system’s constituent particles. Here we apply this idea in an inter-
disciplinary setting, whereby the particles are individuals, their correlated activity involves online search
activity surrounding the topics of social unrest, and the macroscopic phenomenon being measured are
real-world protests. Our empirical study covers countries in Latin America during 2011–2014 using data-
sets assembled from multiple sources by subject matter experts. We find specifically that the volume and
momentum of searches on Google Trends surrounding mass protest language, can detect – and may even
pre-empt – the macroscopic on-street activity. Not only can this simple open-source solution prove an
invaluable aid for monitoring civil order, our study serves to strengthen the increasing literature in the
physics community aimed at understanding the collective dynamics of interacting populations of living
objects across the life sciences.
 2016 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).Introduction
Physics has a long tradition of interest in understanding the
collective dynamics of many-body, interacting systems [1]. More
recently, this has developed into an interest in systems that involve
active particles – and in particular, living objects such as humans
[2]. In particular, there has been much interest in howmacroscopic
phenomena such as civil unrest, for example, emerge from a sys-
tem of interacting humans through interactions in the real world
or online [2]. The 2011 London riots are a good example: Davies,
Fry, Wilson and Bishop [3] have given a detailed analysis of spatial
development of the disorder, which can be used to examine the
effect of varying policing arrangements. Given the potential
by-products of rioting, looting, arson and inter-personal violence,
improving our understanding of when civil unrest activity is begin-
ning to take place – or ideally, will take place – is a highly desirable
goal both in practical and scientific terms.
Inspired by the idea from physics that the position and momen-
tum of an object, or equivalently of the center of mass of a collec-
tion of objects, can indicate the future evolution of a system’s
dynamics, we here investigate whether similar measures applied
to collections of humans can also serve as an indicator of futurecollective behaviors. This is of course a hard goal to achieve, given
the influence of noise and external factors in human systems, and
so we see this work as a step in this direction rather than outright
proof – however, the results do seem promising. Specifically, we
investigate whether the volume and momenta of online searches
from open-source data can be used to detect, or even pre-empt,
on-street civil unrest activity without the need for any information
about likely individual participants, individual-level communica-
tions or individual Internet accounts. The issue of anonymity is
an important one given current societal concerns about privacy
and state agency snooping. It is well known that just as social
media might be used in the coordination of such activity, it offers
the potential of a digital footprint – particularly in terms of private
communications through, for example, applications such as What-
sApp. However information from private accounts and conversa-
tions ordinarily cannot be obtained by policing authorities
without prior permission, and not in real-time. More importantly,
the use of information from individual accounts raises sensitive
political issues concerning privacy. Hence it would be far more
desirable if an alert system could be developed based on open
source information – and in particular, built around the quantity
of traffic but without any need to access information about individ-
ual identities or behaviors.
Our results suggest that open-source activity surrounding
Google Trends can indeed act to detect the onset of bursts of civil
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of just the volume of particular keyword searches being important,
we find that the combination of the volume and the rate-of-change
of the volume (i.e. momentum) acts as the alerting signal. This can
be understood by the fact that civil unrest is a time-varying coor-
dinated interaction between individuals, groups or populations,
with built-in feedback between events in the past and present
[4]. We are cognizant of the fact that in social science, questions
about the conditions under which protest, civil wars, terrorism,
and other forms of violence occur are among the more persistent
in the field [4–21]. However we do not need to concern ourselves
here with such questions about root cause or individual motiva-
tions for participating in such unrest and civil disobedience.
Instead our paper focuses on the practical scientific relationship
between online and on-street activity. A limitation of our paper
is that we does not show results for all possible sources of such
online social interaction. It may turn out that one medium, e.g.
Google Trends, is more or less capable than another. Instead our
goal is a proof-of-principle that a freely available instrument such
as Google Trends can be a sufficient medium for detecting and also
potentially pre-empting civil unrest. We stress that we are not
looking at specific mentions of planned future mob meetings
embedded within online conversations, e.g. a Tweet containing a
particular future date on which a civil unrest event has been
planned at a particular location. Instead we want to see if the
dynamical swell of online, open-source and user-anonymous activ-
ity surrounding particular keywords acts as a detector and even
pre-cursor. To set our study in context, the paper begins with a
background of the literature on such civil unrest, before moving
to the method employed here concerning online activity. Then
we present the results before finishing with the conclusions.Background
Since this is a heavily interdisciplinary topic that stretches well
beyond the background of many in the physics community, we
first present a review of the wider literature surrounding the study
of civil unrest. Studies of civil unrest have historically evolved from
the viewpoint that protests represent ‘irrational behavior’, to the
study of individuals within these collective actions – and ulti-
mately causal analysis. With a few exceptions (see Ref. [3] and ref-
erences therein), the existing literature on civil unrest and
associated crime necessarily pre-dates the invention of online
social media and the global ubiquity of smartphones. In terms of
quantitative models of civil unrest, Lichbach’s 1992 paper [4] pro-
vides a survey of the multiple studies that have been offered. Most
of the theoretical methodology surrounds game theory and
stochastic models. Siegel [5] attempts to provide a model involving
social networks in which there is interdependent decision making,
allowing for heterogeneity by including different motivations for
individuals to participate and four different types of networks,
i.e. small world, village, opinion leader and hierarchy. The main
finding is that a small-world network – which is precisely that
favored by online social media – is more likely to yield participa-
tion or activity that then permeates through the interconnected
population. Macy [6] removes the assumption that individuals
act through rational choice, and instead implements a stochastic-
learning approach that leads to a network chain reaction. In this
way, he incorporates evolutionary tendencies in the threshold dis-
tribution and allows decisions to join an on-street protest to be
affected by other group members. Rahmandad and Sterman [7]
lay out the pros and cons of utilizing agent-based versus differen-
tial equation modeling, finding a preference for agent-based mod-
eling for situations of diffusion where agents are heterogeneous
since this allows for specific network analysis. Work has also beendeveloped toward analyzing the role of the general media in civil
unrest [8] following the line of contentious politics and beyond
[9–12]. Rainie et al. [9] look at networks in social operations while
Centola and Macy [10] focus on the potential role of loosely con-
nected individuals in amplifying the spread of unrest. In Ref.
[11], the authors look at broadcasters and hidden influentials in
online protest diffusion. Onnela and Reed-Tsochas present a mech-
anism for the spontaneous emergence of social influence in online
systems.
Morales et al. [13] follow a specific social network during a pro-
test in Venezuela on Twitter. They observe a growth in activity
during the protest – a result that we also observe, but with the
additional feature in our case that the data are entirely open-
source, coming from the numbers supplied by Google Trends as
opposed to actively querying Tweets. Back in 1992, Singer [14] car-
ried out a landmark study of the role of mass media and commu-
nication processes in the Detroit riot of 1967 using public
opinion survey research. Importantly, Singer found that contagion
of riots can occur through word-of-mouth and also mass broad-
casting via television which acted to change public opinion about
the riots. He claimed that different media perform different func-
tions in transmitting information about the riot. Most relevant to
our study is the fact that Singer found that individuals just finding
out about the riot or its location was enough to give rise to their
subsequent action. In this sense, the modern-day act of going to
Google to search for words like ‘riot’ should arguably play the same
role – and does indeed do so according to our findings.
Other related works concerning strikes [15,16] compared the
spreading of collective mobilization to forest fires, focusing on
the cases of Chicago and Paris in the late nineteenth century, and
also the role of positive feedback during the American Strike Wave
of 1886. Meanwhile, Braha [17] looked at global civil unrest as a
generalized epidemic phenomenon, finding universality emerging
because social-unrest contagion is governed by the same mecha-
nisms in spite of differences in culture. This is particularly relevant
to our work, since it suggests that the core features should be inde-
pendent of city or country – a suggestion that is indeed confirmed
by our findings. This narrative also feeds into the extreme of insur-
gencies and terrorism which, while of course different in substance
and execution, also involve the mobilization of actors who might
otherwise be passive, and potential issues such as online self-
radicalization as a result of searching for, and finding, particular
materials on the Internet [18–21]. Related to this is the issue of
how underground organizations manage to develop [22,23]. Ref.
[22] shows that the level of organization in different dark networks
such as delinquent groups and gangs, is an important variable in
determining the relationship between delinquency and member-
ship and delinquency. In Ref. [23], Gambetta imports insights from
the field of semiotics and microeconomics to analyze the cost of
such signaling – which can now be taken to include online commu-
nications. As such, using Google Trends is indeed a far less costly
venture for a potential protestor than sending a personal Tweet
to ask a friend for specific information.
Methods
Our methodological approach to testing out the relationship
between online search activity and the appearance of on-street
protest mobs, involved three steps: (1) building a detailed dataset
of actual on-street protest events and hence unexpected mob
appearances within distinct countries in a single continent; (2)
examining different search engines and search words, to uncover
the variation in volume over time of particular keywords; (3) com-
parison of these results with the actual events, in order to deter-
mine the optimal choice of search engine, word combination, and
measure of search volume and its derivatives.
Fig. 1. Google Trend search volumes and on-street events. Example shown for
Uruguay is typical of results obtained from countries across Latin America. Vertical
axis shows normalized Google Trend search volume relative to average background
values, for the words ‘marcha’ (March) in green and ‘paro’ (strike) in orange. Blue
solid circles show the actual number of on-street protests. These take the values 1,2
etc. but for clarity, no blue solid circle appears on days for which there are zero
events. There are significant rises in the volumes around the same time as bursts of
on-street protests. (For interpretation of the references to colour in this figure
legend, the reader is referred to the web version of this article.)
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using a methodology inspired by our experience in the IARPA
(Intelligence Advanced Research Projects Activity) national project
on open source indicators during 2011–2014 [24,25]. In particular,
we assembled a team of subject matter experts who trawled the
major news websites at the local, national and international level,
to detect reports of civil unrest activity across Latin America. Latin
America provides an ideal laboratory for this analysis since there is
significant variation in search activity across countries, coupled
with a substantial number of civil unrest events. Examples of these
data sources included Reforma, El Universal, The New York Times,
Clarin, El Mercurio, The Guardian and the BBC online. The resulting
record of events was termed the GSR (Gold Standard Record) as in
the original IARPA project, and provides the sequence of events
that we consider the ground truth. Each GSR event entry in this
database has the following key features: category of civil unrest
event, following the IARPA classification [24] (e.g. 011 for unrest
related to employment); geolocation of the civil unrest event; date
of the civil unrest event. Although we have data to the level of indi-
vidual cities, for the purposes of the present paper we aggregate
events to the country level.
The second step involved assembling the search volume on any
given day from different search engines for particular keywords
associated with civil unrest. Considerable attention was paid to
the variations in language (i.e. Spanish vs. Portuguese) and local
idioms to filter out words with unintended double-meanings. In
each case, the resulting list was double-checked by native speakers
and, as far as possible, citizens of those countries. It became clear
to us early on, that Google Trends was the best source of such vol-
ume information, hence we only report on this tool from now on.
For the words themselves, we found that the least ambiguous key-
words in terms of clashing with other common uses unrelated to
civil unrest and hence erroneous inclusion in the Google Trends
volume count, were protesta, huelga, manifestacion, marcha and
paro. Just as in English where a word like ‘strike’ may have a huge
search volume following a particular baseball game, other words in
Spanish and Portuguese were discounted for similar reasons. Inter-
estingly, although the Spanish-speaking countries in Latin America
share many common features, their word lists have significant
nuances. For example, the word volumes in Venezuela was full of
associations with mobilization related to electoral periods, while
in Chile the most salient issue resulted from education reform.
The third step was the most time consuming in our study, but is
the most interesting in terms of its practical implications. Our
search for keyword combinations and measures of volume was
exhaustive, having been started manually but then migrating to
an automated search process. The process was aimed at identifying
the best keywords, in the sense that the number of searches for
these words (i.e. volume) and quantities derived from the volume,
gave the closest association with actual on-street mobs appearing.
This in turn meant that combinations of words were chosen from
the list in step two, and then association with actual events from
step one was calculated using an appropriate measure of success
as explained in the next section. Since there is essentially never a
timestep when there is zero search volume for any of the words,
a threshold needed to be chosen belowwhich search volumes were
considered noise. This was done by requiring that the volume and
its derivatives exceeded the background by a standard deviation or
more. While a brief report of preliminary results was presented at
an earlier conference [26], the specific outcomes obtained are dis-
cussed in the next section.
Results and discussion
In order to deduce the best keywords and the best search quan-
tities (e.g. Google Trends volume) to use in our attempt to detecton-street civil unrest events, we needed to have a measure of
success when comparing these quantities with the actual record
of on-street events. We first obtained the volume of searches for
a particular keyword up until the current time period of interest
(e.g. day). Then we used this volume time-series in a variety of
ways, to see which best predicted the actual occurrence of a civil
unrest event in the next time period. The measure S0 that we used
to define ‘best’ was given by the combination of three complemen-
tary quantities:
(1) accuracy B1 which is given by the sum of the number of true
positives (TP) and true negatives (TN) divided by the sum of
true positives (TP), true negatives (TN), false positives (FP)
and false negatives (FN)
(2) the sensitivity P1 which is given by the number of true pos-
itives (TP) divided by the sum of true positives (TP) and false
negatives (FN)
(3) the specificity P0, given by the number of true negatives
(TN) divided by the sum of true negatives (TN) and false pos-
itives (FP).
Hence S0 = B1 + P1 + P0. We then ran automatically all possible
combinations of the pre-selected keywords and in each case we
calculated values for the accuracy, sensitivity and specificity
– and hence the overall measure S0.
Although we allowed free range in the choice and number of
keywords, with a potential pool of hundreds of such keywords,
we found that superior S0 values were generally obtained using
just a few keywords. Fig. 1 shows an example of this, for the Google
Trends search volume associated with the words ‘marcha’ (March)
and ‘paro’ (strike) for the case of Uruguay. As shown, there is a
visual association between a large search volume and the appear-
ance of on-street mob protests. On closer examination, we found
that this association could be improved if we included another
measure from the Google Trends search data: the momentum
which is specifically the rate of change of the volume (i.e. the
change in the volume over consecutive timesteps). In particular,
we found that a simple linear combination of the two quantities
for a given keyword – volume and momentum of Google Trends
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quent plots.
Figs. 2–4 illustrate our results for typical example countries and
time periods. Fig. 2 summarizes the results for Chile while Fig. 3
corresponds to Argentina. Fig. 4 gives the numerical values of the
measures defined above. Since S0 = B1 + P1 + P0, it follows that
B1 = S0  P1  P0 and hence B1 is not shown in Fig. 4. To obtain
the results in Figs. 2–4, we first obtained the Google Trends volume
and momentum for a particular combination of two keywords. We
then took a linear combination of the volume and momentum and
calculated when this combination rose above the background
value constituting noise. On a day when it did, we took this as a
prediction of on-street civil unrest activity in the next timestep.
Then we used the actual event record to detect whether such an
event actually took place. If it did, this counted as a true positive
(TP) whereas if it didn’t, it counted as a false positive (FP). By con-
trast on a day when the combination of volume and momentum
did not rise above the background value, we took this as a predic-
tion of no on-street civil unrest activity in the next timestep. Then
we used the actual event record to detect whether such an event
actually took place. If it did, this counted as a false negative (FN)
whereas if it didn’t, it counted as a true negative (TN). We then
continued this procedure throughout the period of study, moving
forward one timestep at each stage.
Fig. 2 left panel shows that the burst of on-street civil unrest
events that started around May 2011, was by and large captured
by this simple procedure that we followed. An accurate prediction
is marked by a coincident green and black dot, representing a true
positive prediction (TP). A black dot with no coincident green dot
represents a false positive (FP) since an event was predicted but
did not occur. A green dot with no coincident black dot represents
a false negative (FN) since no event was predicted but one did
occur. A timestep with no green dot and no black dot represents
a true negative (TN) since no event was predicted and none
occurred. The measures of success in Fig. 2 are: number of true
positives TP = 13; number of true negatives TN = 47; number of
false positives FP = 6; number of false negatives FN = 5. HenceFig. 2. Civil unrest results for Chile. Left panel: Google Trends volume and momentum, an
actual on-street civil unrest events. The black dots show predictions using our procedure
black dot, and corresponds to a true positive (TP) etc., as described in the text. Solid red
momentum (i.e. rate of change of volume) for ‘marcha’. Solid blue line shows volume for k
change of volume) for ‘protesta’. Right panel: Results for different pairs of keywords: (1)
the corresponding B1, P1 and P0 are shown. Combining these gives the S0 value given
reader is referred to the web version of this article.)B1 = 0.8450, P1 = 0.7222, P0 = 0.8867 and so the overall prediction
success is S0 = B1 + P1 + P0 = 2.454. Fig. 2 right panel shows the
values of the success measures for different pairs of keywords cho-
sen from (1) protesta, (2) huelga, (3) manifestacion, (4) marcha, (5)
paro. For each pair combination, the corresponding B1, P1 and P0
are shown. Combining these gives the S0 value given in the text.
The pair giving the highest overall success, i.e. highest S0 given
by 2.4541, is (1,4) which corresponds to the pair of words ‘protesta’
and ‘marcha’ which are used to obtain the results in the left panel.
Interestingly, the entire burst of on-street mob activity in Chile
in Fig. 2 including its duration, seems to be captured by our pro-
posed method based on the simple Google Trends search volume
and momentum, using just two keywords ‘marcha’ and ‘protesta’.
Fig. 3 shows the corresponding results for Argentina. The pattern
of on-street events is very different from that in Chile, suggesting
that any forecasting method for one geographical location based
on activity in another is likely to be highly inaccurate. However
our prediction technique does still work well, demonstrating that
the core scientific principle of heightened online search activity
does indeed seem to surround, and to some extent pre-empt, on-
street mob behavior. The corresponding measures of success for
Argentina in Fig. 3 are: number of true positives TP = 5; number
of true negatives TN = 49; number of false positives FP = 9; number
of false negatives FN = 8. Hence B1 = 0.7605, P1 = 0.3846,
P0 = 0.8448 and so the overall prediction success is S0 = B1 + P1
+ P0 = 1.990. Fig. 3 right panel shows the values of the success mea-
sures for different pairs of keywords chosen again from (1) protesta,
(2) huelga, (3) manifestacion, (4) marcha, (5) paro. The pair giving
the highest overall success, i.e. highest S0 given by 1.990, is now
(3,4) which corresponds to the pair of words ‘marcha’ and ‘mani-
festacion’, which are used to obtain the results in the left panel.
Fig. 4 summarizes our findings, together with results for two
other illustrative countries: Mexico and Venezuela. As can be seen,
the specific keywords giving the greatest prediction success S0
vary from country to country, likely due to slight cultural differ-
ences. But in each case, only a few keywords are needed in order
to obtain an S0 that is statistically significant.d prediction, compared to actual on-street civil unrest events. Green dots represent
as discussed in the text. An accurate prediction is marked by a coincident green and
line shows volume for keyword ‘marcha’ (i.e. March) while dashed red line shows
eyword ‘protesta’ (i.e. protest) while dashed blue line shows momentum (i.e. rate of
protesta, (2) huelga, (3) manifestacion, (4) marcha, (5) paro. For each combination,
in the text. (For interpretation of the references to colour in this figure legend, the
Fig. 3. Civil unrest results for Argentina. Left panel: Google Trends volume and momentum, and prediction, compared to actual on-street civil unrest events. Same notation
etc. as in Fig. 2. Solid red line shows volume for keyword ‘marcha’ (i.e. March) while dashed red line shows momentum (i.e. rate of change of volume) for ‘marcha’. Solid blue
line shows volume for keyword ‘manifestacion’ (i.e. manifestation) while dashed blue line shows momentum (i.e. rate of change of volume) for ‘manifestacion’. Right panel:
Results for different pairs of keywords: (1) protesta, (2) huelga, (3) manifestacion, (4) marcha, (5) paro. For each combination, the corresponding B1, P1 and P0 are shown.
Combining these gives the S0 value given in the text. (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this
article.)
Fig. 4. Summary of our results for illustrative countries. Since S0 = B1 + P1 + P0, it
follows that B1 = S0  P1  P0 and hence B1 does not need to be shown. The S0
value was highest for Chile.
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Our findings extend the idea from physics that the position and
momentum of an object, or equivalently of the center of mass of a
collection of objects, can indicate the future evolution of a system’s
dynamics. There are significant limitations of any approach such as
ours, in that any real-world human system is undoubtedly influ-
enced by ongoing external factors that may themselves trigger
such real-world events. Hence we see this work as a step forward
rather than outright proof – however, the results do seem promis-
ing. In addition there are several potential practical implications:
The spontaneous appearance of an on-street protest mobmay itself
constitute civil disobedience, and invariably leads to more serious
crimes such as looting and violence. Scheduling police resources to
pre-empt such scenarios is extremely challenging since it wouldlargely be guesswork as to when these would arise. While some
information might be obtained from personal communications or
inside informants, this is not always readily available and can be
costly. Instead, we have shown that the simple, cheap and far less
controversial capture of open source Google Trends searches not
only acts to detect the onset of bursts of civil unrest, but can also
pre-empt the onset. Such Google Trends volumes do not require
gathering any information about individuals or their Internet
accounts, or their behaviors. We find that the combination of the
volume and the rate-of-change of the volume (i.e. momentum) of
particular keyword searches acts as the alerting signal, as opposed
to just the volume. We also find that the most important search
keywords differ subtlety from country to country, even though
the language may be the same. We explain this by the fact that civil
unrest is a time-varying coordinated interaction between individ-
uals, groups or populations within a given cultural and socioeco-
nomic setting, with feedback between events in the past and
present. Our results therefore open up the possibility of detecting
and even predicting the onset of on-street mob behavior at the
level of individual cities, if one uses even newer technology which
reliably connects online searches to IP addresses and hence likely
locations of individuals doing the searching. This could prove a
crude but effective tool for local agencies wishing for an indicator
of brewing on-street activity without them having to pursue
national security clearances to probe individuals’ online conversa-
tions. More generally, our approach does not require answering the
thorny questions about why civil disorder, violence and looting
occur, nor do we have to concern ourselves with questions about
individual motivations for participating in such crimes. Though
this might be seen as a disadvantage, we see this as a benefit since
our approach should then apply to all such cases equally well.Authors’ contributions
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